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Vista Precon — Session 2
Securing Vista in the enterprise

Windows Vista Defense Technologies
Internet Explorer 7 Defense Technologies
Protect Sensitive Data

Vista Security Guide

Network Access Protection
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Windows Vista Defense Technologies

Kernel Patch Protection
User Account Control
Windows Defender
Windows Firewall
Windows Security Center

Malicious Software Removal Tool
Software Restriction Policies

Kernel Patch Protection

Threat
® Malicious Code, Rootkits
Mitigation
® Kernal Patch Protection (PatchGuard)
What you get
Reliability

Performance
Security
What you need to know
Requires 64bit OS
You will need signed drivers
You cané6t twurn it off

© 2007 Microsoft Corporation. All rights reserved. Microsoft, Windows, Windows Vista and other product names are or may be registered trademarks and/or trademarks in the U.S. and/or other countries.

The information herein is for informational purposes only and represents the current view of Microsoft Corporation as of the date of this presentation. Because Microsoft must respond to changing market conditions, it
should not be interpreted to be a commitment on the part of Microsoft, and Microsoft cannot guarantee the accuracy of any information provided after the date of this presentation.

MICROSOFT MAKES NO WARRANTIES, EXPRESS, IMPLIED OR STATUTORY, AS TO THE INFORMATION IN THIS PRESENTATION.

8/15/2007



8/15/2007

User Account Control

Threat

® Dumb users
Mitigation ¥ Device Manager
® User Account Control
What you need to know

All users run as standard user (even admins)
Vista fixes XP gripes

® Time zone, printers, WEP, VPN, Power management.
You can turn it off é.

Educate users

G Remote settings

Windows Defender

Threat

®* Malware

Mitigation

® Windows Defender

What you get
Real-time protection

Scheduled scans

Automatic Updates
What you need to know
® Limited GP control
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Windows Defender

4 Windows Defender
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Protection against malicious and unwanted software

Neo

or harmful

detected.

Your computer is running normally.
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{Quick scan)
Start times
Time elapsed:

307 PM
00:07:58

Objects scanned: 33626

Status

Last scan;

Scan schedule:
Real-time protection:
Definition version:

Today at 3:07 PM. (Quick scan).

Daily around 2:00 AM.

On

1.18.2547.1 created on 17/05/2007 at1:22 PM.

Windows Defender

| Windows Defender

“ Windows Error Reporting

“ Windows Explorer

| Windows Installer

“ Windows Logon Options

" Windows Mail

| Windows Media Center

| Windows Media Digital Rights Managern
~ Windows Media Player

“ Windows Meeting Space

| Windows Messenger
| Windows Mobility Center

. Windows Defender
Select an item to view its description.  Setting
Turn on definition updates through both WSUS and Winde...
=| Check for Mew Signatures Before Scheduled Scans
=| Turn off Windows Defender
Turn off Real-Time Protection Prompts for Unknown Detect...
Enable Logging Known Good Detections
2] Enable Logging Unknown Detection
Dewnload Entire Signature Set
Configure Microsoft SpyNet Reporting
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Windows Firewall

Threat
®* Network based attacks, worms
Mitigation
® Windows Firewall with Advanced Security
What you get

Inbound and outbound protection

Improved Network Location Awarenesss (NLA)
Intergrated IPSec management
Rules based on programs or ports
What you need to know
Test your apps
Understand profiles (Domain, Private, Public)

Windows Firewall

4 ﬂ Windows Firewall with Advanced ¢ | [ Windows Firewall with Advanced Security provides enhanced netwark security for Windows compt
3 Inbound Rules
&Y Outbound Rules - + |l Import Policy...
% Connection Security Rules Overview 45| Export Policy...
B, Monitering

Windows Firewall wit... «

(i)  Foryoursecurity, some settings are controlled by Group Policy Restore Defaults

Domain Profile is Active View
@  Windows Firewall is on New Window fr...
®  Inbound connections that da not match a e are blocked G| Refresh

@ Outbound comnections that do not match a nule are allowed. Properties
Private Profile Help

& Windows Firewall is on.

D  Inbound connections that do not match a nile are blocked
0 Outbound connections that do not match a rule are allowed.
Public Profile

& Windows Firewall is on

® Inbound connections that do not match a rule are blocked
@ Outbound cannections that do not match a rule are allowed.

B3 Windows Firewall Froperties

<

Resources
Getting started
Diagnostics and troubleshooting

B3 Documentation overview
<
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Windows Security Center

Threat

Mis-configuration

Out of date applicatioins
Mitigation

®* Windows Security Center
What you get

L]
<

One stop overview
® AV, Malware, Updates, IE Settings
Remediation

Advice

Actions

Windows Security Center

® Workgroup machine
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