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Windows Vista Defense Technologies

Internet Explorer 7 Defense Technologies

Protect Sensitive Data

Vista Security Guide

Network Access Protection
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Kernel Patch Protection

User Account Control

Windows Defender

Windows Firewall

Windows Security Center

Malicious Software Removal Tool

Software Restriction Policies

Threat

Malicious Code, Rootkits

Mitigation

Kernal Patch Protection (PatchGuard)

What you get

Reliability

Performance 

Security

What you need to know

Requires 64bit OS 

You will need signed drivers

You canôt turn it off
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Threat

Dumb users

Mitigation

User Account Control

What you need to know

All users run as standard user (even admins)

Vista fixes XP gripes

Time zone, printers, WEP, VPN, Power management.

You can turn it off é. Donôt

Educate users

Threat

Malware

Mitigation

Windows Defender

What you get

Real-time protection

Scheduled scans

Automatic Updates

What you need to know

Limited GP control
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Threat

Network based attacks, worms

Mitigation

Windows Firewall with Advanced Security

What you get

Inbound and outbound protection

Improved Network Location Awarenesss (NLA)

Intergrated IPSec management

Rules based on programs or ports

What you need to know

Test your apps

Understand profiles (Domain, Private, Public)
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Threat

Mis-configuration

Out of date applicatioins

Mitigation

Windows Security Center

What you get

One stop overview

AV, Malware, Updates, IE Settings

Remediation

Advice

Actions

Workgroup machine


